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(54) PREPAID LONG DISTANCE COMMUNICATION METHOD AND DEVICE THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To attain improvement of security by 
deciding a time and a period of time during which a subscriber is 
permitted to use services on the basis of the amount of available 
credit. 

SOLUTION: A prepaid server (PPS) 24 identifies a subscriber on 
the basis of international mobile subscriber's identity(IMSI) 
information, retrieves a corresponding credit record, uses a 
destination network identity, dial number information and current 
time information, and decides a charge table applied to a call. The 
PPS 24 calculates a call period of time permitted to a specific call 
generated onto a network. This information is transmitted to a user 
terminal(UT) and a subscriber's identification module (SIM) by way 
of a home network MSSC 21 in a standard GSM unstructured 
supplementary service data(USSD) message. The SIM enables a Vj^ 
call on a destination network 8 and instructs the UT to return to 
normal display. When the connection is established, the SIM 
activates an internal timer. 
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[ -f-a ] t^S#ft«IS-> ^ X ^ - <r)fkM^iiL hw A 
#11, #»5t±i!i±t->' h ftil(/)±-C«/JUAit 

±(73 f.x (cr ir r > Sr** ?)JPA#«1£ffl 




m^m 1 1 mi mm^^ -y hv-^^nn^mmA 
apa#i4, m-f—t:'^±.x'<DimicMLxm^'sim^£f 

j:o-t, j-^dtm^ntcmmmrm'-imLx. ijDA#ic 

m\^-yh9~i^[cmm^tititi%i^^x'mmmm^&: 

i)PA#tt. mmmSm^lfrLX. f— b:^xtcT^'-irx-C- 
#. 

[fS*ii 5 ] l§*ja 3 sm'JyfiUH 'Mi- -c, 

c t - i: ^»iSi[i:-t5:^)feo 

[|»*9[6l fS*J^4rdic«:^7?i-iciol,^-c, 

[fS*3l8 ] il 1 aftt^ -7 h ^-^'--■7j^Sf.ifeBN&;)i:A 

2 iiffi-^. h y - --#ft L -C V ' FpB i- , s'gjJR A 
iiftf— fx LfcT ^' -tr ;^ ^iiltt-t- 

ilPA#(cJ;o-C^iJfflprfll^£^ i^v-y V (nmz.n)t--t 
- f X -t 5 - i ^ i)P A#;?i5 rpTsj 5 B#fjfl«(j <7) 



(2) iSM 2 0 0 0 - 5 9 8 6 4 

1 0 1 mim. 8 fiiic<»Mi ^r . 
[fi*:Jiiil a*3i8tem«*a;icfc-i^-c, 
(5S*ii 1 2 ] 1 0 Kg6«ifffiic*5v , 

-T- 46 Ji- $ n Bif PbI »j Pfl! ^ ' T -t 5 t , f - - f X ^ ffl 
L -CffiJl C J; o r i)t $ ^1 7t Pf- ^ II T -f- S r t ^ 

[11*31141 Ml^^-y H!7-i'i:»2t-y 

20 t ^Mrmi-^mmmmm^- y V9~-^mf>tx'h':>x. 

mx^ntm 2 t y h U-^-^^Wi-t^ i: j^ilPA# 

W L C, 2 t y h ?-^'±(75alHf— f X-^(75Ti' 

f— t-x^^ffl-f 5 r i *i!)PA#;i'irF^Sti2.sf PflfflrBl 

[II*JS151 4tdic<75;r. .y hr7-^'1Si5SclC 

ir-t-St-v 

[iS*ii 16] ^ 1 h ^-^--f^fl-^iiitAAB 

A#;5vS 2 jKI t •■/ h 7- ^' --If ft-t 5 t^\r_^ imK 
40 #iC>ftL-C, Il2aff t-y h'7-^'±«afif— fX-^ 
^ i^ L fc T -fe: X ^ gifti- 5 ^ g o 

t-x^^^ffli-S :i t ^jjRA#^si^^$n5B#tfflWF.!1 

50 -t^mm-o 
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[0 0 0 1 ] 

[0 0 0 2] 

(PLMN) (±, T-t-n^'-^^tSfcltT^'v^'/mfetCtie 

ir-il, yVWv'y5.7-i*^/<'r/V (Olobal System 

Mobile: GSM) ^ y ~f tmRLX\<^^, - -:^7. 
^3-*:ll-C'(l. T hVOX K^-/<'r/l'7;ii->f— t'X (Ad 
vanced Mobile Phone Service : AMPS) dSiO^x-f 

>vyii->'y^'r2^ (DlgltalA 
dvanced Mobile Phone System : DAMPS) iiH^fc'H 

(Personal Handiphone System: PHS) fc\t(J 
/^-y^/U-r-l- v':?/^=■ ? ^-::^ n > (IVrsonal D 
igital Communication: P 1 ) C) t- y h ''^ — ;'/>f'tJI! 5 

(UMTS) iCOI,N-C(0»^zi5/<£$tT.-tl/^5„ 

^r, (#«)ffi/f3#C*iiiff-r 
S) m\m/^\m^\^b^/^'y~^'y VP-i^iiiiXl 

lO 0 0 3] mK.it. GSMv::^7^A(cS<3< PLMN 
-Ctt, PLMN«0^a^(D-lr/H±, J*!«6<)fCt!{]Pi^fc(te3 

nfc--igOia±Sia h^Vv— (BTS) irio 
T«LiS$ttT^^5o BTSfl, Si&®^>hn-9 (B 
SO SrfflLT, |^tlj:^-f y^^-^^'-fe^-^- (MSG) 

&*:3£4!^lilS^-7 (PSTN) -^«^^-hr>ai 

— Srlftttt-f5„ PLMNil, * — An'ir— ■> 3 > uv'x 
(HLR) SrAii-f5„ HLRfl, ->X7^i,--.(73)jpA 

-fSxWi;, GSM«)l^gll, ^-roPLMN (---e 

(1. ri]nA#i7)*-A^,-> h^-^'j t Lr#9?,-r5) 

^d&Sa-rSo fcL. ^ffl#;5SBiJcOGSM^y h!7- 

\::-i^9-tJ^-i^s yui^y^f (VLR) (cgLl^S^ii 

0=ftil<75B W«/c*iC, *-A^-y he? — ^'(T^HLRiii 
isi-i)o DAMPS-t-y hy — ;'fcJ;T/PHSt-yh'7 



[0 0 0 41 J; 19 ftifi-r-ii. ^tl)ffiffl#«5fei:^^fJfcooilfi 

5 #i!c« M^i 5 ^ftiiSEStam -> :^ X A $ tiT 1. ^ 
5o 

[0 0 0 5] h6^--y h^-i'ii. v^tx^^SfgJte^fljl 
(LEO) Itaw -ff^^fliffl-t-So s^fSJft^DlJIifeS 
l±. 7 8 0 km«ft.iI-ffiSr^-f-5o s^^-yh!7-i' 

Tjfflibn, Ti'o. fjfljx.(±". m'mm'-iimmo 3 e 5 s s 

5 ^3-^-«J^ J:0;*:[I**ifil 5 3 9 4 5 6 1 (^ h 

a-~. ^tr. -«W(-tt (iii;fe«i<6±'<-x»t-y h 
!7-^'-S^$ixrv^5) Ji±^-. i^ffl^^xsrt^s 

[0 0 0 61 ft!lfiO^;55il*$ti-ri^5„ ^*{*. l-^l^t* 
5tfPflJ*«fliI (MEO) ^aW^r^ffl-f-So SI'f'IIJft 
^IditWad^ 1 0000~20000k m<7)tSia©#l 

il^ll^fl^^ic, Walker J. G. iZ.tZ>" Satellite Patter 
ns for Continuous MultipleWhole Earth Coverage" 
(1997if-, Royal Aircraft Establishment) COM I 1 9 

~i 2 2Mssr#ffi$ti.fct\ m^its 

¥fwf^mm 2 2 9 5 2 9 6-^^i:«(crd«$aTV^5 I C 

o i^mmm) ^ta^r/^7-^';^xi^i:, m-mvf'jim 

®0 5 1 0 7 8 9^-'Amcm^^HX^-'Z:tf-'y-t4 

(mmmm) ^fia•fe/^7-■>xxi.i:^#fl?,$t^fc^^ 
ztic>co->x-rA-eii. ^aiifty^^fi. m'^-rzm 

-^iiffl^ti^ ^LT, lft±^ (ipib, ^ar^irxy- 
K: SAN) -^mt^rih. SANIl. t^^«it±^- 

X(0«R^-y VV-ir^-mm-^ixx^-h, rro- tit. 
r'>X7^i.(7)^< co«btS^ll (GSMC0J;9^£) l|£*D 

[0 0 0 71 m&mt^- y h9-^ xn. mmMmmB. 

m^tix^^?,o ICO i^m^m) 'yy-T-j^tiXumiD 

(nm^m±mtmmmfbnx\^^?>. mm^m±.mn 
m^(nm±m^imLXi^b) m^<r>ii.m^smmi 

[0 0 0 8] tit#i75fc5:i^ y TT?i±, ?43f5«Jt±PLM 
NlcJ;oT:-lt«$ti.5S:fff^fie«5lli;lta^-y hc^-y 
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\/\ mc^ mnt. ico/jnA#tt. {hwA^-^cowk'k 

[0 0 0 9] fi(30^-y Nt7-^'--#tbLfc*nA#l-J;5 

t-y N'7-^'(73Sffl{±. mm-r?i^--y h'7~-^:t-<u~ 
(±\ ^»]^*^JI*. r#i![)ft;|;.y h>7-;'B;5v 

[0 0 1 0] t-y h "7-^ A«ABA#;<)St^ :y h^-^'B 

^'A*fflV^-Ci)nA#^|gKE-r5Ct«r®*i-5„ t L. 

h -7 - ^' A WiSE-lESrtifti- -^tah il\ An A# 
tt. t-y h'7-i'BSrftfflLr'«iS&;4^it5r.t^rF^ 

5g ;S tifclffl Fdl (C iS o r -y h y - ^ A <D±X(Dh^X^^ 
t^-yh9-9Bi'- .a 'o XWem $ tit- k' ClM LXB 

'k-Y'^^Lh.t'^Xfbo G SMv':^xAT-(±, Wx.{±', IS 

if4^^s' h h L-t*n?pix5) fiii*(OSc;ii*/-ci±iifp*iBte 
[0 0 1 1] ait«».iM^PBl!c»<3v^T W(-*tL-C) 

TV^So l%^~\iy^X'\±. ^jnA#l±. 



So 

too 1 2] L;i^L?i;6Sf>, 5is|-^Hli*Ai)nA#(-^tb^He 

i»g;ili^s[<feHmj]BA-#<7)rtcO 1 ASrlSliL J; -7 iri-^li 

w -ia-. t,L r^nA#;^5|Ji)nA#i::fiJ») arcb^fc^' uv= y 
jjpA#w(pf^yT/i.#'^'i.-cii* r-r 

[0 0 1 31 GSM^'-y h!7-i'(CBBL-C, ^cORHH^r 
:/^-r-v? (advice of charge : AoC) 

ifefS^T K/<^^t#f8 (charge advice informntmn : 
CAD tS/itM^coffJit-t:-, {£fflti«*--a£fs^noo 

f\^^^. mm^'^m^w^<^M.x%m.\^ 

j(? #siBij^v':x-/L- (SIM) tcrd1t§i^fcf^ic^lt/^l^e.« 
s I M(i. mmsjm^j:^ \^i^-y h^ntfmL 

[0014] ZJ)T'/a-=f-if> 1 -oi/)^,*;!!, rfl-^ff 

*tt«/j'mif!ti^-ff <tf*±*i€ffl#a*-tf 2?AO c y t 

5 (4i*;Wsg*/i>!tofci6») ^m.'r)f!ifk\±^SihS:i- 
5„ 

i/tf [0 0 15] ft!lcoA,'Sl±. rt,L, Pf/jS^iScro^-y h "7 
#^ yhy-i'(*, ^^:^h'^(r>^y h^-^r^lE 

m^£ u rjv^^j.m±mmm^^mmA^\c>^mx^ 

*4MI*ttlS^gtf; L/j: < r tl/j; t v ^ 5 r t "C- 

mmnrtsi'x. mm-rz±x<r>^-y hu-^^-<u- 

50 (znz.y\zx^x'kc^) m^mtm'^.&i^-y h 
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1 0 0 1 6 1 (!) r ^ j^.PrMn^'^mmm.mmm 

(1, R. Krayem-Nevoux, G. Mazziotto, P. HiolleIC J; 5" 

Payhone Service for Third Generation Mobile System 
s " (1993ip- IEEE, XP-002088065) ICff/j^SHri^ 

i^'iwmi.cm'ton^mmMmit. '^m-^-M^tM^ (pl 

too 1 7] ^^ma, ±fd:k-SSr^*-r5*S:S6^ir 
[0 0 18] 

:^^tiW-t5;^?£-C-fco-C. i]DA#(*. figf— t■■;^±•T:• 
[00 1 9J :^^mi:iX^)jmii. APA#^5||2:t->' h 

y h -7-^ Mi^rc^ttfcsH-® ?©-T:■B#rB=1»]PB1^^^■^•f 
[0 0 2 0] *«fi(7JM/j;§t#®i^=t5i. Jgiiifft^ 
y h "7 - --60^+i:SttA/Jn A#;0: ^ 2 lifS h 7 - ^ 
•-#»L-C^>6PBlic, iIi]PAtlc^?tL-C, m2miB^^y 
h 7 - J; o $ it 5 iifi t-x 

^ti/tiro^'Wv'.y h&WL, *A#i:i J: or ^iJffl-BTtg 
u- V -y h roitmi-^ f — f X r. i «r 

[0 0 2 1 ] J^mf]lc2:6t. mi ^-y tm2 



ic, 3^SRA#!;:ML-r. ^2 4^-y ^'7-^±«ii^i-^^- 
t-x-v(»r^'•ir;^S:ffi^!tL, ;jpA#ii. Btita-y— fx± 

M^WL. f— e-xS:<gffl-f-5^i^^JPA#;45^pr$tL 

J6?*:a& * tlfcSt RUMRfl t;<S7+ L -C, * A#l' J; 5 StitdD- 
- fx<7jffiffl(7)ifiiJ||p/jrB7figX'fc5 i ^#mtt-5^Sg 

[0 0 2 2] ;^c«s)^lij;5<t. M liiftt-y 

(7)^4^mtA;jnA#;i^^ 2 iiisi^ y V u-^-^^m-f^ t 
tic, mmKm^^Lx. mimm^y w-^r h(rym 

t- X --(50ftffl#iffi5fe^^ L fc T -fe X ^##t-f 5 
SIR-t'fcoT. iJPA#t±. HuK-y— t'xi-croffiffltc^l- 
L-CfiJfflWfle^.ef-fc^^^tifcl:^^' UvJ:y h^^L. 
f— fc'x^^^ffl^S i *;)RA#;55rFpr$ix5Rf^™^ 

o-r, ^'t>W&iiMzmmWi\-mi \.x. JjiiA#(c± 
SHlifdf— t'■x(75•(^;f^c7■;S^J^fi)^5 njfg-ct'.y, 

[0 0 2 3] ^m\orm.mmf>^K,i^(.i\.<j-^\\!im. 

r*-i^ y h 7 - /j^ -y h -7 - (C t o T 

^y h'?-^*-^!. — f'm\Cio\i^m^.m£^ 

^«i5fe^j/ mm-ts^x^^i>mK^iim 

^mumK^X'h^l t\<^oZ.t^^<b-f. ^<nfz)sb. 
ZiL-m^tSiW -(D-ttt, ^y vv-^ tmK^(n% 

^^^y hV-fcymmimTX^.^X^. tS^o. fct 

v--y hr-fri^ti, $e.iciiAp« 

[0 0 2 4] 

aft V- X 7^ A (DfE^H -efc 5 „ 5^ wait Sg«iif» v x ^ 
i^ll, f3/?fW4-*±'<-x «#t)]iSSgStiifi--> x^ A ^ 
f|£9„ 63214, S AN 1 arof^iaiitJltSlta^t-y h7 
-i'fc-it/MiSI-Siti-fe/i-y-t-y h'7-^'«J; >)p 

5„ 12414, wm^m^^m<rmwmxh6. us a, 

ia4!::.1^$tL5^ffl#ffi5f;(D[HlSg(0«^yn .yi'Ht'fc 
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[00 2 5] mi 'k^m-r^ t . mm^wmm'y:^^-^ 

(1, ISfCCO^^ar^-feXZ-K (SAN) la, lb, 
let. IS^COWa 3a, 3 b i , »CO<gffl#jffi* 
(UT) 4a. 4bi. y-h-^^- (GW) 5a, 5 

b, 5ct, t-y h'y~-^'^m±>'-9~- (NMC) 9 

mBMm±y9- (sec) lot, • ifPSfi 

5f -fflffllfej (TT&C) 1 li^JliifSo SictOSA 
N 1 a , lb, 1 c II, M^Mf-:^ ^"l-^^-y 2 

{/<y^7)i~y^y t J;o•t.^^|■£*^;^^-$i-lr 

l^5„ GW5a, 5 b, 5cii, SAN la, lb, 1 

8 t (7?fyjO^^&^<ft1-5o NMC 9tSCC10tT 
T&C 1 ltd. 1g;^itxv-"^'^i'^-y 1 2fcJ; 

ri/^5o fti!t')i:tt±'<— ^W'SaS^^'y ht7 — 6, 7, 8 
(±, ^^^Et^^iSt^y (PSTN) 6i:^*3S 

^f^'-^' t-y h^-^' (PSDN) 7 ><2i*:J&±^i)it^ 
rz — y/ (PLMN) 8ti:ibt^o PSTN6I:±, U 

[0 0 2 6 ] S C C 1 0 t T T & C 1 1 t (t, ifrm :i 
a, 3bc/3ftff (ftilxil, ii^fff«;^iU'<'K/:)frii-> h ■? 
y7~7r.>y-\tj(Dmmt) nmc giciis-iBi^i'^' 
ii 'J izum-rz, 3 a , 3 b ;6^f.(;5iiii«si:£fs-^ 

II, rgffiSa, 3 b;5^iE5fttC^fi6Lrv^5j iV^^r. 
t^»IiE-f«ifc*lc. TT&Cl l{cJ:o-C-Sm^tt, 
7i»o, sec 1 0icj;or*!i«$ti.5„ 
[0 0 2 7] iaiic>j^^a5J;9ic:. «/n#«*UT4 

all, tfc, fi63fecOj.l6±-<-X(7):^tl)^y P L 

MN 8 iiifff-e^r^^ PLMNSli, (<tffl#!ffl*UT 

4 a i; wrSiiiiiTji: y >■ 1 5 ^filfti-S) h ^ > ■> 

-/<-iBj 1 4 4rH.{i-t5„ -»MT-(±, PLMNBll, 

[0 0 2 8] G SM« J; 19 it±4-fiS?«t AiCI±, 
iISg8liifa'4S^ (ETSI) ic J; o-tmr^it -CV^5«I 
^T-iGSMSfi^Sr^fi^tL/clV J; ►Jif^^^^^l-^ttat 
LTI4, M.MouIy t M-B. Pautet i: t i; The GSM Syst 
em for Mobile Coranunications" (1992¥, Cell & Sy 
s , ISBN: 2-9507190-0-7) t ^ixfcl, \ 

[0 0 2 9] «at-> h-?-^!*, ti:#1^f-S:-S^Sfs^ 

a3a, 3b«, ifspco -a;4-ffM-r5o mmM.m 

-) (C/f^ 5 ti. 5 r i: -x: # 5„ i^'Sfs 1 0 



(e) t^fH 2 0 0 0 - 5 9 8 6 4 
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o, 2 o(7)»S;is, '>/j; <tt> 8 0 %«fl#HS1iciSo t , 

*lc, M'iSfBfi/i^teailrtl-ftil^ti-Ct J;i,\ 
[0 0 3 0] 4^^mit. #5E-CO©ljIiii^i;lS5E-$tb5t 
C^-t:■^4^iV^;iS, «ai4, (^Ixtf, 1 0 3 5 5 kmcoft 
iS^!5^^r-r5) l^ffSjJteEKflil (MEO) Prti^EfiiS 

tirv^<5o c'^j:mti£ffJfllr-ii, lUMSa, abii, k-m 

10 i/jilJijIrtir/j^^nrji^J, ;i^-o, sSltSIl, ^SANl 
a, lb, 1 c cjTyT^-^^SC^iJ 1 6 i;J;o-Cil|g));$ti 
5„ -JlxCttJi^, ^SANIi, }feai¥60{H^cofta?riiKf: 

-r5i7tJ6i^4-owT>7^-t (i 1 00 fMr^x-f i) 

«rA«-t5o SANil, ig^^LfcSfflnTfle^llSriitti- 
5fc*lc, !m.(n-^^{:iWm^Mxm-fiX\^-i. 
$tlfcX-J(6ff?^-ei4, SANl a(43-n-y/"iciag$ 
ilXUKl. S AN 1 b(±T7 y ^IcSaS^tLTiS 

/S^-o. SANl ci4rp( y^iciag^tv-cfc-"), 

o, ffiiios ANIlfifei»:^3Tlc:i2B$tL-Ci/^5„ [Hit:- 
20 (1. SAN 1 bl4, ffirSS b^^rL-t^ffl#i'fl*UT4 
b iiifa L-CV>5::t;5vT:$tlTV^5„ tiat^-y h t?- 
^^(OM/iSs^airol^TIl, ^[l#iTi2iM^2 2 9 5 2 

[ 0 0 3 1 ] M 3 a , 3 b II, #^tllh#lilrtiC#/£ 
L, t^-X' (Hughes) HS 6 0 1 COJ: 9 

t'j«a4--)iS!iftii-t5o srifcasa, 3bi4, 

IT^WM2 2 8 8 9 1 3^&^lcKicSix-Ci,^5 J; 
l^m^ASL-ttiV^ #«a3a, 3b(4. m^<DT 

^lli|#ff^M§^2 2 9 3 7 2 5^^^(;i|Hai$tlTV^5 

^^'Jr^mm-tio y Til, fAg3fe'/5Jt±-< 

[0 0 3 2 ] mmcom. mm^smvT4 a , 4 b 
!±, (/^7> y > ^'^-tt'i-tr :y7°y ^^'^^-t/i^t 

a, 3bi:ii{t-f5„ s^^-tt^m (irF-«PI*E;B#iiSi)'Q 

TDMA94 M.:^a y h^M:m-r?>. 
[0 0 3 3] ISd2^#fl8,t- St, SAN 1 aiSXtf (iw 
/IfW'i) P LMNSCOltfigiiS, X<')mmi^7!i$flX\^^ 
5„ S AN 1 a l±, ^IrMSiffi^S B S 2 0;!i'?)^£5o S 
BS2 0I1, «a^:ii»-r5fc*c0 5oi75M4^T>7^-t- 
1 6--S^^ixTi^5„ SBS 2 014, 

y W > 7=-'-7 /l.f^T' U f- t tg t ^ -5 / 

SSC2 1I4, S B S 2 0--|£^i:^ix-C*o'':) , m 
50 afv>^'-a'5^-->a >lxvJx^' VLRsat2 2 ^ftil 



u 

-fSo MSSC2 111. iiffiH-^^. ^7K->^-j/ 
hy-i' 2t5i:0«SBS2 0--.*S-S-r5o ^tlClio 

[ 0 0 3 4] Sfc, MS SC 2 1 (1, (^llC^j^^tlS 
PSDN7*5<tt>'PSTN6i:) P LMN 8 ---OHi:^^ 

[0 0 3 5 ] VLRsat2 2 (±, fl/fS®$ti.T:v^s# 
*«ABA#i7:iK^ imh. ts T^-iifirofcfelCS AN 1 a 

[ 0 0 3 6 1 M S S C 2 1(1. iKW^min-^-n a ftflJt-- 

[0 0 3 7] ms^mm-r^t. mm^~\i-:^-^mn. 

^a*:-An'/-->g yWi^X? (HLRsat) 2 

3 tLxmm^iiZ. HLRsat 2 3 l±^ =S-#«).=^- 

liT] tf.r,, -11(1, [13^M^ftAllA#T-fxV 

T-^'T^-Y (International Mobile Subscriber Identit 
y: IMS I) ^mi'J'fU^f.m&t , VT ir>i%i'£:nw^ 
miirMt^-Ats, HLRsat (i- (lid i otio) N 
MC 9(cS[lS$iT-rt>J;<, SAN la, 1 

b, 1 crt(c5^»iaa$ix-ct>j;v^ 

[0 0 3 81 m^^-^^s^mi-i.. *fc. ^~,<~-:tm 

(PPS) 2 4 t Lr#f!S,$H5„ PPS2 4(Ot(ijt 

« Klc|^flBlrlttH^$ti-5„ HLRsat iifo(r>X\ 
P P S 2 4 Ofifiil, < „ f?i);i«, P P S 2 4 

!1, (gg 1 lc.7<§ix5) NMC 9iCga{l$ixXt, J;< , 
Sfcil, SANla, lb, 1 c Wrtro 1 -oi-gdflA^x 

[0 0 3 9 ] m2 ^nv'-^m-to t , - wf5^j!-*iit?j p 

LMN8(4, X(7)G SM^->' h^-^'-SrA^ 

;0^-o, #fc<7-)SJt h 9>->--'^")gjBT S 3 0, 3 
1,32 i:M.mi-i>o B T S 3 0 , 3 1, 3 2 It. ^tL 

5„ BTS3 0(±, BBitf-f 5r>-x-:M 4*f^|ior^T^S 
tl,-tV^5„ l^r^T^-:)-! 4«, Jte±i»iCj;o-C, SUfe^ 
3V Kn-7B SC 3 3-^S^iiirv^5„ r^i!c(75B 

TS3 0, 3 1, S 2i)-i. ^h.nm'^.t<^lt>h,tzJjm 
T-BSC3 ti'O Ztim.m^il 

5„ BSC3 3I4, ^tt^-f -y^^- y-tr> ?-MSC 3 
4--mE^n-CV^5„ MSC3 4I±, W^Wl^^y h'y-f 
rt<0(if*^SfS*5E-e^?)„ MSC3 4i4, s^P? 
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S C 3 5 ^ii LT. ^36 ±X\ fieifeW P S T N 6 --iJC- 
5ri/5?-e#5o MSG 3 414. ggtfp^, »3 

[0 0 4 01 J1fe±-<-;^(754^.y 8^::*l-t•5*- 
i^D'>--->g ^l/v'X^'HLR 3 8(4. GMSC35-^ 

gl^i^lirfilfj^HSo fie3(5«^?j'i--ei±, HLRIl. 
b 7-^ 8 iC^DALTV^5ffiffl#« IMS I (DtdgSr 
10 f*:J^-f2)o fv^? — n-ir— -yg >Wv-X^VLR 3 9 
14. h "^-^ 8iC--li#(ftltS^$ixfc/JBA#cotd^ 
4-l*^t-r5o f?i|x.f4. UKi:;(4g-t5PLMN8t:14. 
ftiiroll (i^^lxlf. K-f-y) rtc^G SMl^-y h "7 — 
iDA#(4. UKI^]^CV^5FB^. -RJWlC. ^^&tl(-«^S 
tl5„ ?;6*</)*-te-C(4. «B5ffiffltt«(4. VLR3 9*J 
.tOSGMSC 3 5;!)»e>. K-Y ^ W^t-y h t?"^' (^T^^ 

J/ h!7-i?---(7)PLMN(75tB.i:a*£(4. 'fi^3'-'7-dr 
> i^y r > {' ~ya y (Interworking function) I WF 
20 4 0 cDg3:ffl(-j;o-C. ^^(d^nSo IWF40(4. 

GSMi^ffi-f#i4^. m^^Mz^-'y hu-i^f^mm^k 

iCiilE:$-9:€.± 9. mht^ilXi^Z, GSMWPLMN 

l1^^^Si::oV^-C(4. a* (*PA) roi^^cfj(75tJiiS973022 
22. 1" Interworking betwei-n Telecommunications Netw 
orks" «r#Ki^^.H/cl 

[0 04 1] ia4ib-J;t>*ll5^#fig-t5i:. 
«^|5UT4a(4. ^fiIfW''£±t^!±-fe/^9-^y h'7-^'*5 

Ji? fiSc^ttrv^So fed. ia2(::PF$n50iJ-e{4. UT4a 
(4. ite±^— X(OG SM7°n \-^>\^t%^^-y VV — ^ 

-fu v='7'^tm^-rfiMc'i^^xm'^x'^^, [a4(i/p 

$^5 4 31;. UT4ai4. #l))i*S§5^=i:li4-5o 
«)iX-'5;tgl4, i1i3±-<-xco-tr/^7-.t-y h'7-^'9^# 

4tc.p$ia5 4 (c, ii^g^fl. -^'f^'n7,+ >50i: 
y'y Y7^}d:~-ti-'5 1 i:/<y7^y 5 2 tdr-^'^-;' K5 3 

^RUT4a!4. Sfc. AoA^ffiltSU* (S I 
M) 5 6^fl:{i-t-5„ SIMS 6(4. 4 < fctlfef"-!' 
X C^' l^v>-y h;<7- Kf-'T X') ^^Tf -5;^^- h*- K 
-r-foo-Ct4<. Sfcl4. I SOS^(Cfieofc4'9/h$ 
^£-7'9r-<>*v':x-/l.-e*)o-Ct4V\ UT4aO[H] 

SIMS 6 ({fi];l:(4". SIMX-^— h*-K) 14. SI 

M,-^;— K y 5 7 rticiixii^sn^o s I M*— K y 

-#'"-5 7(4. :3> hc2-7 5 8 (---)l5:&t)lC(4. -7-^-? 
50 n7°a-fe yf-) tClg-g-^tiTV^So "^^^'n^jl-^SO 
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iii^xly^ K^fc°-*-5 1 l±, m 1 ?f|g-5§-SI 5 9 aii 
^5 9 afcJ;t>'»2??^-^^5 9 b(±, %%<Dmm^ V 

-C. iilfft^^ (^KWl-J:<^6.ixfc;f;)'£-C) K^§:1t 

(Phase 2+ compliant GSM system ) tt3^^T, S IM 
5 6(i, S I MT7"'J — V 3 — ;Vdr-y h (SIM Ap 
plication Toolkit ) t Lr*fl i^KS V 7 h i.r 
{f-rSo S I Mr:/ij y-v 3 >-y-;l,dr:v h!±, S I 
MiciS (UTtificA)) (t,|(;StLtrtfi|W*-?^tglc-r5. 
[0 0 4 2] H 6 ^#.lf,-r 5 > , S I M 5 6 il, 7! ^- (J 

M\iM.mi-i>. /^UMiit. I MS I ^teit-rs, 

IMS 1(4, GSM^^y h«7-^ 8 t^fit-y 

tnmifX'imtsh^. i^p<*yii« ±iegsm 

/w=fy x'i.iig.SET/i-=fy :^'i^tat-^fk=3f— K i i^iH 
ti-rso iftd, UT4 a (±, (z(D^mi^wx'i:<^h 
ntc) ^t5^60GSM^^a^ffic^^&o-c, v^-fixco^^yh 

(±, M.Mouly iM~B. PautetttCj:^" The GSM System f 
or Mobile Communications" (1992^, Cell & Sys ) 
(D^4 7 7~4 9 2H@ 4r#,BS$tlfci/\ 

[0 0 4 3] 9cicm^!bhtzi:o\c^ m^^--y VV-'; 

(4, ^^-('y^'-^i.-^e OSr, Jt_h-<-X(OG SM 
^-y h '7-^' 8 !c:*i-LTii^3]*/S^S&"T:■tb^t-r?) J; 9 
SxSiL. (G SM-t-y hy-^'ScS^L-C^iiia/j:) 

?f«-^^5 9 a;05:iK$tL5„ ftili::, tL, ffSt-y h 
'^-^^iliR-rS i ')(-dr-y^.y K 5 3 $ Hfc /j; 

e>i4, 3>hn — 958(4, fc^-r y^? — X 6 0 

GSM^y N'7-;';45]lil^$ti5t. iifli4, (0 
2iOT<$ti-5) rSiilt^r^y 1 5±-c-er. 19. - 

[0 04 4] 07 ^#{!Si-5 1 . n±mfi> I c o AnA# 

1 4 ■ox±r&isivtcvf-<nmM-fk?imrmc^m ^nxi-' 

5„ si I C OiJP A#I4, #»)5ti»G S Mt> y \- y - ^ f-*^ 
icfcf). (^ffl#*(fii*UT4 a^j^fflLT, ii<lttllfcP 
S TN 6 l^l«iiS:^---«ig*/5M4TV^?)„ fi-:^mfAiJDA 
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#(4, f^^stifAS I M5 6 SrWLTl'So n±m\fLS I 
X. 7i^o, «rSi1-51:«^'Uv;-y hSri*Ai-5fc*iC 

X2 + S IMy-/Wdr-y h^^y^y^T^hS I M*- 
K (Phase 2+ SIM Toolkit compliant SIMcard ) (T) X 

0^£n^mhS IMS en. UT 4 a ^tJIIPt-Sfci* 

[0 0 4 5] m.LX3zJi, S I M 5 6 (75*116 

i4, i'U-yy l-BB/n-mi^-/ ^ ir- >>' Sr[l*^!+ 5 lit. 

i^mvf-mwi^^mi- 6 z 1 1 . u x ^ iSj ffii+ ^ t 

[0 0 4 6] UT4 a7)S;^f' y^^Ailbi-vSt, UT 

4 a (4, alUT4 a(0*-i:Kt-y M7- ^' fx 
^#5::i^l*^5o t>b. «X(4\ UT4a;5S (PL 
MN8(/)j;9^£) ftHw^^^j/ h>7-^'(7)1)— t:'x:i.y r-- 
'if.fi. Hi XX y 7° (si) (4, UT4 ai^ (^ti^ 
m'^X< *B e>tlfc*-ffi-C) P LMN 8 CMii-rS V L R 

S I Mi4. f^t)]7fet--y h f^-^- P LMNBOlH]— 14 

[0 0 4 7 1 •ti/)!^. iPA#;i5 (PLMN8^ffifflL 
X) mm^Mftz^.'^'^s mUU^^ti. UT^-y<y\^- 

5 3iC*3V^-C, J'-y-y h«|gl 3ro#-§-SrA;^)L. 

dr-^<yK±<o' SEND' ^:^yi:^-r (s 
2) „ SIMS 6 14, UT4 a;5Sji:-t,(cmi§^;5^!45C 

V (f?iJx.l4\ r^'Ui/.y h.Bi^tp t3#^T$l^l ) 

^S^j^-rSCt^, UT4 a(C||/T^i-5 (s3) „ L 
S IMi4, ^ipGSMTVX h^i'^-H'- Kf-:/y 
;^ y f— t'Xx— (standard GSM Unstructured 
Supplementrary Service Data :USSD) -t^— fxS: 

i^, UTicj=g,-T^-t-5» US SD*- fxi4, ^TcOG 
SM^n/^-Y 4^'|c4or*#'- h ^tiri^Sc US SD 
tI •y4r-vV5i*<i#(4, ^?»)4tt^.y hU-fo^m-^t I 
MS ! > J^'^i'/i'S-^t^^ti-. ggy y4r->>'i4. 
A-t-y h'7-^ic4oTft/E$ti/tfrifeHJm^' l-vV h 

fiim/{*^7'n h^-^ncf^feo-r. if^fbsns^ 

[0048] USSD / y-fe- v>"(4, *-A^.-;/ H^- 
^'MS SO 2 1 !cJ;o-CS<I$n5„ *-A;^'.yh!7- 
^'MSSC2 1i4, ;< -y-fe- v^^SI-^HfifciJ— (P 
PS) (s5) J:9iC«;^ig$n-CV>5, PP 

S 2 4 14, ^n±mmoAmzM-ti> ^i^y'y hUmi 

rttPx-3"<-xs:^ii-r5„ PPSI4, mpLii, fffl 

[0049] PPS24(4, mi^htz IMS I titiiic 
lE-^'V^T*A#^i^SlJL, s^i)PA#lc*|-|£1-5 :? 



15 

l^v-;/ hfeS^^t*-r5 (s 6) „ ^LT. PPS24 

&mmnti:^i^Lx. mmmit^-r^ cplmns 
CO) $k±m^»:'&t^ (s 7) » m^^mmt. ^-y 

[0 0 5 0] mmmf£^ V b'Mm-^^fifA^m. 

5 t S » [If i>; ^ L r ^ $ ti 5 (fp-Jffl K 4- ff-^-t 5 
(s8)„ Zirmmii. 7.7^ y-y s 9lZtSl^X, USS 
■;/-fr-v=rt-t:\ MS SC. 2 1 ^fr-LT, UTfc-JlO^ 

s I M--i.*ff 

[0 0 5 1 ] S I Mil, 39]9i,^^y 8±T-cOPf- 

5 (s 1 0) „ s^ji#«>f;i±, ^jx.i4\ y-fi'/i'^nT: 

v^5#-^^3g>j^-r5o ^b-r, Sli!;0SSl5i-f5i. s I 

Mi4. (s 1 1) „ tm^^A-^ 

'j'v-rso siMtt. z.(n^nx■^mfm'^fm^<^if^ 

[0 0 5 2 ] 9 ■i-^-ti'^mMf^^Vkl-t^b. SIM 
(±, nf-Sr*^ j'-fSr i^. UTCJt/J^L (s l 2) , 
' , ( [If- m li!) & >T<-f ) U S S D ;^ -7 -tr - V *r M S S C 2 

1 UTiC|i7j^-t5 (s 1 4) „ -L 

i'-l'-v^f^itL (s 13) . i'i'-e^T<»»^i: 
rsl1if;i. (I^M[f^>?-t-) USSD^-y-tr-v'^MSS 
C2 \^W^-f!b:uhi:. UTCiif^i^-rs (s i 4) „ 
V^-ftiro^^-a-lCt. MS SC 2 1(1, USSDp<-y-fe- 
v=^P P S 2 4-^i»5 ( s 1 5) o PP S 2 4il. 

y V^ilX\^h) '7 V'y-y h*lC^^^i-5 (s 16) „ 
S IMS 6 (4, '^A^mh'; U-v y h *:f+^SIl3tt-t * t 

[0 0 5 3 ] ftilic, P P S 2 4 S I MlC^UfflT^JIg^-up 
Bfrtfl^^6-ti:5>, PPS2 4i±, :^7" •yT's 8(Cfc\,^ 

!C/£oTV^7SVMJtfBl//;^5>«6o-CV^5j > I- ^ 5 - i St^t: 
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[0 0 54] ^«^!4 «DA#7)Ssg;jpA#»*-i^^^ -y 

5) y T/i'^^'TA^' uv'-y ^fia^(7)^(c^3v^Tlft^$tl 
n±m^n&Lx. m-h^xnn^ii?>zti)ix^^i 

/tf -tSttt^Jitfflco/ciftic:, S I M*- Kt^icfdti^ns 
ZtAiX^i,, 

[ 0 0 5 5 ] f&lC, CO-fe y VTy rfnm' ^ X y h 

m-B-^nn-riii^^) ht^L^. ^ ui?-y hm^-a. ib 

X. Q<Piz^h%^ilfzmcnLXli. SIM*-Ki4S. 
i^^mJtAf— ^<-roftaSrfTV\ ~ B (nmt> leu T 

20 ifXhZo 

[11 1 ] ^^m\'i-i>Wis.is^mmis->^'rM.co-m 
i'n<-ryo yi^mxhi,. 

[ H 2 ] (tiffi -t y h 7 - ^ J: rJ^it!^±-ir/^ ^ - t-y h 

'7 - ;? (7) - *r -Xi- -7 11 ;y ^' H 'C ,!h o „ 

ffi(rj-{^i)^7r<-r:7'n ^lil-C'*?.,, 

[04] !i^mmffi^i^m(D-m^^^-rm.wmxhi>. 

30 mx'h^o 

[He] s iM*-K(D-i?ij^,^i-/D.y^igr-fo 

[5?f^olftBJ!] 

la, lb, Ic ttMT ^'ir:^ /- K, 2 

^S-y^^yVy-^. 3a, 3b Itfi, 4a, 

4 b i*;ffl#'«5t;. 5a, 5b, 5 c ¥-V^ 

6 'A-k^W^i^-y VV-y 7 iij* 

-^f? ^^T^ - ^->' h y - ^ , 8 {li^mh^m^' y h "7 

9 t-y h c^-^i^a-fev?-, 10 m 

m\m^y9~-. 1 1 mm • ispsajs: • mmm 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To easily read/write data or the like 
from/to an SIM mounted on a mobile communication terminal, 
without removing the SIM. 

SOLUTION: Eight terminals of a connection section 4 of a main 
body la is connected electrically to 8 terminals of a card 3, by 
inserting (mounting) one end of the card 3 to a groove structure of 
the connection section 4 in a way such that a projection 4a of the 
main body la is inserted into a notch 3a of the card 3. Since a SIM 
6 in a radio device 1 is connected electrically to a connection 
section 8 of the cad 3, data are read from/written in the SIM 6 via 
the connection section 8 by inserting the card 3 to a reader/writer, 
while keeping this state (mounting the SIM 6 in the radio device 1). 
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(54) ELECTRONIC BUSINESS TRANSACTION SYSTEM USING CELLPHONE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a mobile electronic 
business transaction environment, used by a user at ease by taking 
security measures which are safer than the conventional one in a 
case of theft and loss in an electronic business transaction by a 

cellphone using SIM(subscriber identity module) card. fZZIZZsh^i 
SOLUTION: This electronic business transaction system is \~mtim*-*^ 1 

provided with the cellphone 2 in which the SIM card 4 is inserted, a L _J 

host server 3 on-line connected to the cellphone and having a 

function performing electronic business transaction, and users' ["•ri » 

information database 1 having a pre -registered combination of a . \JJ, 

cellphone number and SIM card identification information. When a-^ — ^.i 

making transaction of the electronic business by on-line 
connecting to the cellphone, the host server collates the cellphone 
number and the SIM card identification information with the ' "^I/V" 

contents preregistered in the users database and, only when the 
collation result matches each other, will the value added 
information be downloaded to the cellphone. 
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(54) COMMUNICATION SYSTEM, ADMINISTRATIVE SERVER, CONTROL METHOD THEREFOR AND 
PROGRAM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a high-security 

communication system in which a generated one-time password is a / mm.(: ^f>h ^tuv >■ 
surely delivered and illegal access from a third person is effectively 
blocked. 

SOLUTION: In a management method for the communication 
system including a radio terminal on a wireless network and a 
server device for controlling access from the radio terminal to a 
wired network on the relevant wired network, an authentication 
procedure is implemented between the radio terminal and the 
server device and when first authentication information obtained 
from the radio terminal is authenticated by the server device in the 
authentication procedure, second authentication information in 
place of the first authentication information is generated. Then, the 
second authentication information is transmitted to the radio 
terminal while being contained in an authentication permission 
message as authentication information which can be authenticated 
by the radio terminal in the next authentication procedure. 
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teS^fLTl/^Sfc*. Ti'-lrx^J-i'y htt^tOMACr 

K u X s:iiig-rs - > J; o T i m.mpH(7^^'^fmm{i^ 

mA-eyir->r^±7.xhZA^t'-}A^mm-r^ztf)'^X't 

> h/^V-7 h (PI) ic:fi3SfjEll3ft^Lrv> 
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T KUX;5S, g5>(/3f#oMACWa/f3T-'-^'^-;^t^ 

K u J< r- ti mi II V - -5^ X J@ g sgaE*!!, a ^ :f fijj 

[0 0 2 4] Z<nii^f£MACr KU'X^^;f;itco^lJ,#; 
tt. MACT K^X;iS«||LAN*- KcoMiiB^tC-etl 

r MACT Ki-';'-'rj*t^xlc:f44i^L AN*- K 

;c:sg$,tirt>5TS?gtt^^ y /ii'coj^a-roT 
WE p mssmoy^riL t tt^-rz t mm^am t fi^, t 

/i. ^'jiiS^ftn-f t LfcMACT Kt-x^^^oEyiTiSi 

;i^6>. Ti'-feXjK-Y:/ h{c:J;o-C^ETi'-b::x^^ta:)S 
^x^-t-<. WEPT/u-rfy Xi.(7);z^(73miiE::fy^tJt^-r 

[0 0 2 5] X^f-X^tiifih. Z(OXof£r^±:^7f.4y 
KciSMACT KUX^rt^.-f 2.*-f£-O^C,^^.t LX 

(OMACT Ku;^SrT^'-fe;^*J'i' y h i'^i^L^Mttitt* 

T, -(')MACT Ku;^l:Scof1i;m;45£.Si^j;'9. t 

^±:^7f.4'y\^f)m+-^. '^"S-^thZXofl^mmfJ: 
30 mMX'hMt. ir-<X(ori'±::^7ii-^yh^C)MACT 

[0 0 2 6] Lfc;05o-C::'cMM7i^:y h'7-^tc*5^^-c 
MACT KU'Xicj;5Sm;^jt^fiJffl-t5fc*tc:il. M 
ACT h' u :^^r ± 'y h icWM-t ^<?:>Xltf£ 

< , T;'-b-x7tf-f > h (omamiE<ii^m^u'^^ ^^-n 

-y— /<^¥<iL. ::co3g|iEf— /-^wi^lcMACT Kl-:^ 
^ S&i- 5 r > J; o r '>4h ^I^^:■-t^ -y h 7 - ^ 

tiri-^-sj; ^'ittoiisfctf ibixSo la 1 oi±-«?Ae*s 

fT i c J; 5 II L A N -> X X A (7) WiiJc L la -C 5 „ 

la^'. y h 7-^ 2 3 (ri±|g|^E•t^-/^ 2 5 imm 
^hx\,-^zt Ammx'hZo ^ <nvtMWixmmifA 

t L-CRAD I us (Remote Authentication Dial In 

User Service) ^TS^^^IJJl LTfc . ISSEf— /<{4R A 
D I US-y— LX^WliZM<^mACT Kt-x^^^ 
^i^/cf=^Sfflx-^''<-x^fl,^iL■rv^5„ -V*-, T^' 
-fex;K-0- hicilMACT Kl^xwT-^'-^-x^rfi^o 
50 Xtob-r. RADlVS^y-^ryhtLXmi'f-ri>o 
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[0 0 2 7] HI 1 ll-feW^ilgliEM^.^Lfcv— ^ 
ACT Kux;5Stegfe§ixTi/^5„ g*^Slt)tTi'irx 

:^-f' > Ml . ii^co w E p T =f y A -r-fi^ ^ U V? 

w^^BE'O I Di L-Til^m-tSo crT\ sglEf— 
ilRAD I US7°n ^r3 7^!cJ;oTr^'^rX4<-r^^ 

iiS:ttlSofc#«j!^3*ccoMACT Kux^^if^ii-fSo 

[0 0 2 81 ii^OWEPTyU::^!; Xi.tcLfc/iS 

Vv'x^x hic^ttL, *iilttIViv:J;i9Bt-^{k^fT5„ 

[0 0 2 9] ±a!coll 1 1 ic.T:LfcJ; 9 h^-^ 

;^ (ilf^Hf— /< r ^£s^ i=a $ tL r 1/ ^ 5 A . 
f=a#« :: <Dx- ? X (Tj^^^^r a:iff-t- 5 i tc J; o r 
-y h t7- ^ ic .iiiol*ftffl*(/-)MA C r K u:^ 

(7) J; 5 i^LT, IEEE802. llSI&(C^^$tLfcWE P T ^I^ 
y XAtC, $ 6, \cmM.^~y<iC X 5;^«)Sffi*roM A C 

[0 0 3 0] ±E® i t3 , MA c r K u X ic J: sisil 

^■itS-jSJO-f IEEE802. UgllSf-gl/t $ixtW 

E pr/w=fy xj^<r)?i-emM:fjy^X. ^) t^±m-^m^b 

[0 0 3 1 ] LA>L/£;4S?3, ' tiS T-IKBf^ LTtfe^;*? 
itr-tt. |gfiEi»dr-i: LrfflV^TV^SWEPftii^W 
ACT KWX;'£if-(75{#«|±, -r-<T«|gi LTO^SL 

m^^mbtix^^^tcoxhio. 'Mm<r>^mm^MLXff^ 

m-m'iniytLX\,^Zt>i,fXit.f£\,\ b (/^miEM 
l±. E ^ /£«II(1IE ^ ;'i^ijffl#(c J; o -c^fjffl $ ;!ar V > 5 
i 1/ ^ 5 b1i«(c j; o r Tie $ ii-c V ^ €. t « r- fo , w 

^^&ilfCj;oT*l|L AN*- Kfl<*:^A¥- Lfc:91-Jf|5 



^Jffl-f 5 w 1 1>#< , J; 5 *»Sftfti;ifi^-C-(±«?g 

MACT K^:^icJ;S<iSW'</K;)f g|r-tt, 

[0 0 3 2] r;^£i'j-ri; Lj wfcAicg p^rog; 

i()iS5|5mMACT KU^^$r»§^;t5<1^m^i/^tt54H^ 
10 ,¥-,t«lgZ#t-*|-Lr«. MACT KU'Xtilfc:J;53g 

ff/:ia?.E(7j^Z#ll. g5>«||.fti«5fc75^&=!iSMAC 

ia«(7)MACT Ki/x;j5^a5i-«nfcJ»^iciji. jes 

7'£^lj;g#(±-«MACT KW;^Sr«Fofc«E»L AN*- 

K^^i. ^ma 5 r i ^5 T- 1 4 < 4 2.0 ^ « J; 9 

MACT Kuxcoi; 9 4x-? ^ffl^^Tl^5 - i iCjdH 
ri±. -t-'-<Ti.0#.»])ffl*tT7-t:x;K'l'>- h,^!^#ii<Dji 

7tx^ 6mm^-A^^^x-h<o . ^hi^jjA^-. ^com 

[0 0 3 3] Sfc, :iii-^X'miiX^tzm\^i:^mm.i} 

s;-ci4, ^-yvv~9^mm^^=^-^\cMLxnm^ 

tToTl.^5t)itr':^i< , ESSID^««:$ix/c^»]*S*, 
fo5VN{±MACT Kl^xSrjfofciEllL AN,*- K4 

h "7- ^ (c*t L THIIiicTFIET ^ ^r X ^1*;^^ 5 coil^ijffl 
■f-T-fon , te^L AN->xxi^«i^4bT— )iS:ta-(f 

y - 7 \zi6\^XfS,^t£'^±>\'ki:.(^.W:t'ti>Wi^. M 
A C T K u xl=JHO J; -5 4*ili:!c*t-r-5ISIiE^;J*:-T:-(±/£ 

[0 0 3 4] HI 2 (i, mm^^mU-t^'y:^'rJ^<Dm 
iL-C. RAD I USm!E•^^-^^*ffl^^T^-^f^-</^ 

-f<»5iii ■> X 7^ A ^mm Lti^-y v^-^mjii^^^-rm 

T-fc5„ -tofjijicftl^-c, Effi-f— /^'2 5;cS^MSix-t 
I/^SSSIE^— Ilil^L AN*— K(/)MACT KU:xT?!i 
.fljffl#3 1 -a-c^tl-^fiXCi^— *fl Dtia* 
w-sxy- K-C-fcSo ^— If I DilSS:w3fiJffl#SriiSiJ 

-f- 5 fc * (c ffl I, ^ 6 ix 5 fia ic ^ - ^' 4 -c 19 , 
5tf -nii>(Dm_mm^%. h^^^mm^vmr-^Lx^jtm 
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[0 0 3 5] 111 3 (i^v-^-r i^Ofcit S J.-f-'|gIE(0 

[0 0 3 6 ] Ml 3^c^o^,^T. t^y h 7-^' icr 
Lfcv^^-- tfii. ^«j!iSi*irg5>co^— ti-' [ d i/Nxr; 
-K^A:^-t-?.„ ^^ftJS*i:7' ?-tr x;if-f > h(±iEEE80 

RAD I US^'^'TT^' hi LT, !f A^fj 

I Dt^Ny^r?- K^^6>. --;^lSl/Ny->:x (one-way ha 
sh) »^^iCi•3/^-;/v':x7^-^f^±jS•f-5. 

— ^<(cf5x:-5o ^EE-y-— /^IIR AD I U S1>— /^i LT 
m^. Pi oEIIffl 7='- X ^ii!: $ ixr l ^ 5 

-r-'<T(7)rL— !f I D*^J;t>•/^x7- K7)^b. ^mi^Mt 
Iff] C -*•|^^^ 5/ v ^ jftffric: J; ^) / s :x -f - ^ ^a£/.K L 

( r T ^' -fe X -e 1 5 r i *P 5 „ 
[0 0 3 71 W-h^Bj Lfc J; 9 /<(c 

J;5^-f-'U'-;yl.f CD I Dt/<xr7- h'^'Wrn'tZJ?^ 

[0 0 3 8] ^LT. $ blcgc±f±*:fl5*5fcA|C, V» 
i'jK}>5'7>^'-^ A • /^X7- K^{£ffl-t5r i:7)S#xb 
ti5„ ^-fffaiS-yxxAT-il, =!-t^i' v-3 >«^T7 3i 

frjl:r-J^5i:#x.ibia5„ L/^)^L,. {SJl?coft^|?i7)5l-ei^ 

3 :^^'XS/cDii^sv-;^7^A(ciiffl-ri^^i^ 9>f'4J^' 
X'hZ,. 

[0 0 3 9] izx\ 4^^mMmt^ ±r&LtcV>'$'4 



[00 4 0] JiiT. ^^ii(i0^^fii7i:^i!ifeff^ffiicov^TI¥ 

[0 04 1] :*i!gfl5^(C*D(t5il«LAN>':?^xA(0:^ 

10 SgSEf— ^•<2 5 i«r^/u-C-VN5„ l^fjiSS; 1 3 t T ir 
X.-}f^> h 2 2 hX%.U:^-y r« 
T ir X .-tf > h 2 2/'j:te«|^. y VV-'J b^m.^y h 
7 — ^' 2 3 tO'^i^SrtT'Jo S/c, rC)il^LAN->X 

t^*' v-H > UX^Jt^jaftv-^^T^A-TJ-feS^ 
[004 2] la 2 l±i^.|Ef— 2 5 <7)rtgl5tgj5Scfil^/j^-f 

2(C±o-CW^4^S/ h!7-^ 2 3i;iSilS$tl. T^'Hrx 
/-K^^'h2 2^:^L-r^«)«^l StWiiffi-^fTCio $ 
6 id. mSEf— /^2 SttmSEfflx-*'^-:^ 1 2 1 

'liLTv^5„ mw%=f-9-<~7^ \ 2 ncd, ^— fi. 

SEOfc^tiOig-rL— If (3 1 - a ~ c ) CO^— f I D t . 

^ m ^ — f 1 : St L -C affi gx 5£ $ r V ^ -5 / < ^ !7 - 
K, fc'iO'Zixe)^— f I Di: A;:!;y- K^^tft^^tl 

2 SidllAtiT-ai: LTWdr-;jt- K 1 2 3 t^.i^-?-® 
i L-C<7)x^'X:/U'^ 1 2 2;i5^itt-iaT*Dy . t«# 
«cti5)Srffli/^Tl&SEx-*'-<-^ 1 2 IcotJl^ff •3 

J(? [ 0 0 4 3 ] m 3 (l^fljia* 1 3 C0«J5!tf?y^.T^ LfcH-e 

raCi^^^ix/cr^^T^-^-l 4(cJ;o-tT^'-f:x.-}f 
-f^- h 2 2 i:*l»iift^m\ T^'-6r;^.1f-f y F 2 2^ 
^LTBEEf— ^^2 5 tiifa-rSo $e>(c. ^Wii^mi 
3itAt)W^Wct LXiT)^-:}^- K 1 3 2*5 

<!; LTOir f xyu^ 1 3 1 *Jlii^5, 

[0 0 4 4] ijiii. nmrnmicjoiiomMLAN-y:^ 

A T-(/^5g|iE4LHl *i- v - ^ >• x B 5 „ #ftffiS5t; 
1 3^ffli/>T^^^-y hy-^- 2 3(c:#S0LJ: 9 i-tS 
^— r!±. *T#i)j«;*:l 3^=^-7}^'- Kl 3 2;4^ibg 
5^co^-if I D43j;iCK^NX>7- K^A,^t-5„ iai»-> 
-'^>'X|il}o-^Lfc±9ic. #tti^*i 3l±A;^J$nfc 

1 i-fSo fc?>;Ji>CJ6:t— 7°Vv-XxAjgIElCj;oTr 
^' -fe X .lf^ >• h 2 2 (r*)- LT3g!E^5{gttir V ^ ^-fjJIS* 
1311. T^1rXxK^> h 2 2--rco--*-|^f]/Ny>'^:^ 

l/>-Ci±ri'-feX;^^> h 2 2 gftillgfjEliHg^^torfc 



13 

[0 0 4 5] mmiSimi 3;0^^.rc7>-;^^^^/^:yv'::.^■5: 

-^121 «1£g^l*)^^^t'^"t-So CWgi^, SitfRo 
fc/N t Iff! -(O/N :y ;!i5#iSf 6 r. <7)|g|I 

[0 0 4 6] ^(75^, |gIE^^-/■< 2 5 l±, ' C0aL.-f-'[6] 

■> ^ ^tm L , M^-^'-X -7 - Kfc- J; t)^»f«l^^ ■> ^ -T? t 
o-C3giEfflT-5'-<-x 1 2 1 cD3!-?^--y'ti^MSr^ 
5„ ^LT. ISHf— ^^2 SIl-i/J/^x'?— K2SrlSII 

X^K-i-y h 2 2S*-C^tt))ffi*l 3lCiSiI-t-5„ ISiiE*^ 
Blys-^r ^ ^itttfeofc^iJliS?^ 1 3 ttla 3 tCxJ^ Lfcf-' 

^■X7"^-1■ 1 3 lic-co^N^y- K2^^/T^L^— !fic 

^)i«rM-f (cii{f ^IT 3 ^ :7 ■> 3 >- u-xMr-tr .y ■> 3 
>■ (75 ^ T 7)5 B/i IS t;- /j; 1/ > li fs -> X 7^ is I c fe- 1 ^ T t> . '7y^ 

[0 0 4 8] /£ib\ ±a!Lfcf!|(73^|i)iiffi^i 3tt. :Slt 
I^L-^tiU^f^J^ • y<:^X7— V^'f -< :^-f\^-^ 1 3 1 ic 

[0 0 4 9] m4im<Dnmmmt,^iin^^m'^mi 3 

(4;f;- KXn y h 1 3 3 Sr^ftii-fSo h'Xn ^ 1 

3 3il. yy-yy^^^'jm(^i^-y-f'i:tH^LtzV^t>'4> 
57!*y K (x-v- h,^- Ki t^^^SixS) 15?: 

^^RfiX'^^mmtfi-DXio^. ^ibic^^y^-Ki 5 

-w^^y K 1 5(lWli^^-7 h 7-^' 

2 3---c7)#iD4-ptBj$n-ri^5^-i)'ic.*tL-cfoe>7!i>i: 
—tfto^-- If r Duxmm^^:^'^— vA'^mmsfix^' 
[0050] msit. m4 nmht^^-r^^wi^m 1 3 

5 '-m^^T^-t'>-'^>:^mX'h^, 4 
^ftiS^l 3^ffll/^r^-y ht7-i' 2 3(C#)!)PLJ; 
5 i:i-53.-ifj±, Kxn -y h 1 3 3(ci^C0^* 
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D K 1 5^Sgt-tSo I^«)S1*13(1, 

Kl 5icf(!it$ixTi/^5^— f I Dt5j;t>*i!Illffi/<x7- 
K (/^xl7-Kl) ^-il^iAti-„ ^LT#»j«5^;i 3 
«, Ctit^-1f I Dfc•J;t>v^x'7- K 1 i^b-IJlii]-'^ 

> h 2 2f4^*)S*l 3;^i^ib'S(tSJofc-:^l*]/N2/~>^ 

^^m^y hu-fz 3^iffLxmm'^~^<2 siz^m 

[0 0 51] mm'j^Mi 375»5>- (7>--^f|f^/^•7i/:x^s: 

ItflXofcS-g^liEf— /<2 5(±, ISliEfflx-^'-<-x 1 2 1 

^(frik. 5i±-«^-f-'rS!i-)-<7-)ffgi/Nxr7 

-K (/<X7-K2) ^^jilc-fSo SSIEf— ^^25ttr 
co^-- r I Dt^fcicifjJoL/ci/^X?- K2 ^ffli^r- 

~>::^X'-h-oXmmKf-?-<~-y- 1 2 1 roilt^— Iffll 

2^^/>fclWrF^/-5'^-y h^r^'-feX^K'T V h 2 2^ 
f^X'^m^mi Sicilil-fSo SmfF^-'^^^-y hSrSft 
m^tz^Wl^Ml 3!1. r(7)mSEffnI/-?'^-y h75>?./N'X 
■7- K2^gS;z^5?''j. ;'*y*-Kl 5iCtS^$ix-CV^ 
/:i/<xr7- K 1 ^/nX^- K2(C-»tmx.?)o 

I^sficx^- x:/u-f 1 3 1 icwmm^^titz^m 

[0 0 5 2 ] ^--fit^WiiZ^ I 3 <ni^^imj Ltzm 

lHlMff^ti5/-?:x'7- K (yv^'-r A . /N°X7- K) ^ 

[0 0 5 3] «±lfiB;]LfcJ; 4^wn<rmmBWA:: 
Xtlit. AN->XxA^^^ol■^T'7>-^'-I' A • /NX 

•7- K^fflv^6::c!:icj;t9, /Nxr;- K<7:)«t^J;5m 
-• b c7)^IET -tr x ^|!Sih-f 5 -tAiX^Z, ZZ 

*a L A N (7) i 0 3 -> 3 > ux M(75«il| t-y h 7 
BSk^ :S tl, !!>C[hI n ^'V >li#KiE L < jf r^-r 5 C t /i^ T' t 

So 

[0 0 5 4] rro'7>j?^' A • /Nxr?— K^fflv^fclSH 
o fc^-g-, r cD||H#;0^ e> (DmfmmKmU->)'-^<X^< X 
n ^4 >B#iC, tf i:^gSE-^^-y^|f(Dy^'X -7- K;4S - - 
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[0 0 5 5] ±ai«*JSff0ffir'l4|gsE7°o hn/w 
i LTR AD I US-f— /■<->X7"i^^ff!|!c:ffll,^fc;0\ - 

/i-^ffl I ^ 5 C i: t ^H^r-fc 5„ 
[0 0 5 6] 

li&co-Mmmm] A^mmnmBm^w^Ltz w 

fiK >fmm. mwi<nm^ (i?ijx.i±"*x hn>t"^- 

m (f?iJx!l*, fg^fS, i'v 5 'i-^SB^?) (C.igfflLT 
[0 0 5 7 ] 4:#B;ii±. m3iELfc3l«5^(/:)«l6 

* 5 V ^(iSIRro => t" ;x - (/5#t«^ $ iXfcT" n 9 

J^i:m?^tiiLX%fft^ztiiCXoXi^mr:%^ti6m^ 20 
[0 0 5 81 Lfc;<)SoT, A^mm(^mmmm^=' > =^ 

Hl*as ^ X-Ji-f- 5 (7) =3 >- f ^ - ^' n ^^ 7 A s 
[0 0 5 9 ] yaVyM,(Dmmt:^Lr\^^n 

Ti±, m^ii. yv^^y-f!V=f^-:^^. Itf^y-^ (c 

D-ROM, CD-R. CD-RW, DVD^) , )t« 

[0 0 6 1 ] ^Wftfl. yn:J'-7i^co#tJ^:*-ti;t LTll, 

feii ± o T Jix#1- 5 1 S 5 „ 
[0 0 6 2] :4;|gH^cr)V°D ^'■^i.^St^fkL-CC 

D-ROM^cOtSliig:ft:(c|S*ftL-C^-#'i::|B*L, (?f 40 
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So 

[0 0 6 3] Sfc, =i>'t:°^ — ^'iJS, gg^'^^tHLfcT'nr 

[0 0 6 4] fc:it^^^;5^t>iE^ttiJixfcyn^^ 
> fc° i - (citfe^ htzmmitm^ =-'y hl'mt>7j:^^ 
^-'^)ttfti£3i*- K^-'«tgjl£?JI^- h CPU 

^$ 7) 5 3; i! » 4a a « - - a; s I ± ± 4(; ^ t T V \ ^ M iS. i ^ ,J; 

[0 0 6 5 ] 

m.(D'>-*r>y.mxhZ. 

im 2 1 nmmmi,^i3nztm-f—^<comkt^^T^-tmx 
(me] iii*(7)iEi»LAN->x7^Ai75#ifig^.T<-rii-efc 

So 

[El 7 1 1EEE802. llicM^fe$i^-c^^5WE PT^i-^f y X 

[US] WEPBt-^fbyn .;/^(Olffiiciar'Sb5o 

[0 91 wEpm^-ity'i^ y^mmi^mxh^o 

(111 0] 1**(/)SgIjE^^— /<^^^f*l»LAN->X7^i^ 
[Ul 1] j;5I■gilE»,il«->-^>' 
(HI 2] ■Mmmm',:iiiiir6^—f%mizj^z>mmLA 

N V X X jt. C0l#fig*7f<-rilT-fc -5 . 
[Ill 31 ti^JRro^— !f|g|IicJ;5:mMacov— -yv 
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9 

1 — L_ 


«— *! CPU j- - 






^— ^1 j-- 


132 
) 




4-J -^"^ I- 
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ime] [Hiol 




^ii]i^*(STA) 
¥3t 



Shared 
Key 



P1 



Shared KeyfgEP^ (MAC7 K l^X) 



I Chal lenge Text [ ~P2 



P3 



Challenge Text<0=3tf— + IV 



P4 

I mmmy^j | 



Cha I lenge 
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^i!|lli*(STA) 



(RADIUS Client) 



(RADIUS Server) 



I MAC7 H U7,tS^ I 



Chal lenge message 



IV + Chal lenge text 



Cha 1 1 enge 
Text© 



Chal lenge response 



Successful code 



Successful code 
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31-b 
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=L-if {RADIUS Client) Tj^-f > h (RADIUS Server) 



ID | 



one-way hash 



F^' — 5B035 Ml 3 AA14 BB09 BCOO CA29 
5B058 CA02 KAOl KA02 KA04 KA06 

KA12 KA31 
5B085 AA08 AE03 AE04 AE12 AE23 

AE29 BCOl BEOl BE04 BG02 

BG07 

5J104 AA07 AA16 EAOl EA04 EA22 
JAOl JA03 KAOl KA04 MAOl 

NA02 NA05 NA12 NA33 NA38 
KA41 PAOI 
5K067 AA32 DD17 EE02 EEIO FF02 
FF23 HH21 HH23 



2 0 0 3 - 3 3 8 8 1 4 



